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1 PURPOSE 
This policy outlines how Danila Dilba Health Service (DDHS) and its staff collect, use and disclose 
clients’ information in accordance with relevant legislation, regulations and codes of conduct. It 
ensures that DDHS respects and protects clients’ privacy and confidentiality when dealing with client 
information and delivering health services. 

2 POLICY STATEMENT  
Danila Dilba applies the highest standards of privacy and confidentiality in the collection, storage and 
use of client information. Danila Dilba will always comply with legislative requirements and ethical 
standards of privacy and confidentiality.  Individual, identifiable client information will only be 
disclosed where required by law or with client consent. Aggregated or de-identified information may 
be shared in research projects that have ethics approvals and where DDHS has formally agreed to 
participate.   
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3 SCOPE 
This policy applies to everyone performing work or entering a workplace controlled by DDHS in a 
paid or unpaid capacity, including board and committee members, staff, volunteers, interns, 
trainees, contractors and consultants. This policy will not cover every circumstance and additional 
assistance and advice should be sought as required. 

4 RESPONSIBILITY 

• CEO - has overall responsibility for setting strategic direction; promoting the safety of clients 
and staff; establishing systems; allocating resources and ensuring compliance with 
procedures and policies. 

• Head of Operations – is responsible for communicating directions; implementing procedures 
and policies in operational teams; monitoring compliance; and ensuring a feedback loop to 
ensure that necessary changes in policy and procedure are communicated to the Head of 
Clinical Governance including, but not limited to appropriate use of the incident reporting 
system.  

• Head of Clinical Governance – is responsible for ensuring clinical validity of policies and 
procedures; responding to feedback from operational teams, including, but not limited to 
appropriate use of the incident reporting system; monitoring changes in requirements and 
keeping polices up to date.   

• Head of Corporate Services – is responsible for communicating directions and implementing 
policies that require support from corporate service and for ensuring that corporate services 
functions support operational teams in compliance with the policies and procedures.  

• Senior Managers – are responsible for ensuring communication and implementation in their 
teams and providing feedback on areas for improvement including, but not limited to 
appropriate use of the incident reporting system.  

• Clinic Managers & Team Leads – are responsible for ensuring communication and 
implementing policies and procedures in their teams and providing feedback on areas for 
improvement including, but not limited to appropriate use of the incident reporting system.  

• All DDHS Staff members – are responsible for implementation and compliance with policies 
and procedures that relate to their work and providing feedback on areas for improvement 
including, but not limited to appropriate use of the incident reporting system.  

• Contractors / Volunteers / Students / Visitors – are responsible for implementation and 
compliance with policies and procedures that relate to their work and providing feedback on 
areas for improvement including, but not limited to appropriate use of the incident 
reporting system.  

5 DEFINITIONS 
 

TERM DEFINITION 

DDHS Danila Dilba Health Service 

Health information Information about: 

• a person’s health including illness, disability or injury 

• a person’s expressed wishes about the future provision of 
health services 

• a health service provided or to be provided to a person 

• personal information collected to provide or in providing a 
health service 
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Health records Medical records, whether written or electronic, and information held 
or recorded on any other medium e.g. letter, fax, or electronically, or 
information conveyed verbally. 

Personal information Information which directly or indirectly identifies a person. 

Sensitive information Health information, genetic information and personal information 
about a person’s: 

• racial or ethnic origin 

• political opinions 

• membership of a political association 

• religious beliefs or affiliations 

• philosophical beliefs 

• membership of a professional or trade association 

• membership of a trade union 

• sexual orientation or practices 

• criminal record 

 

6 PROCEDURE 
 

6.1 CONSENT TO COLLECTION, USE AND DISCLOSURE OF INFORMATION 

Under privacy law, DDHS must obtain consent from a client or their guardian before collecting, using 
or disclosing the client’s information unless authorised by law.  

DDHS uses a Client/Guardian Registration and Consent Form to inform clients how it obtains and 
uses client information, and to obtain consent from the client before collecting their health 
information. These forms are in plain language so that they are easy to understand. Clients should 
be made aware that DDHS staff are available for assistance with the forms. 

A client’s consent is only valid if the client has the capacity to consent and their consent is informed, 
voluntary, current, and specific. For more information on consent requirements and obtaining client 
consent, please see CS002 Informed Consent Policy. 

Before collecting health information, clinicians must inform the client (or their parent/guardian): 

(a) That they are from DDHS and are collecting/storing the information on behalf of DDHS; 

(b) The information will be used to provide the client with health services; 

(c) Who DDHS is likely to disclose the information to (e.g. other DDHS clinicians, specialists); and 

(d) How to contact DDHS and where they can get a copy of DDHS’s Privacy Policy. 

DDHS will have a client facing Privacy Statement on its website that outlines DDHS’s collection, use 
and disclosure of personal and sensitive information. This statement and the Privacy and 
Confidentiality Policy is available to clients on request. Where changes are made to DDHS’s privacy 
policy or to privacy laws, clients will be informed of the impact of these changes. DDHS brochures 
‘Client Privacy & Confidentiality’ and ‘Information for Clients’ will also be given to new clients and 
are available in clinics. 

 

6.2 AUTHORISED USE AND DISCLOSURE OF INFORMATION 
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6.2.1 Use and disclosure for the provision of health services 

DDHS can only use and disclose a client’s health information for the primary purpose for which it 
was collected – that is, for providing health services – unless an exception applies.  

Examples of when staff may use and disclose information when providing health services include: 

• Sharing information between a multidisciplinary team 

• Accessing a client’s medical file 

• Ordering medication 

DDHS clinicians can also disclose information where it directly relates to providing health services 
and the client would reasonably expect their health information to be used in this way. Some 
examples of this include: 

• Making a referral to a specialist 

• Disclosure to a clinical supervisor 

• Where an auditor examines client records for quality assurance 

DDHS staff should build a client’s ‘reasonable expectations’ of who DDHS may share their 
information with through the initial conversation they have with a client before collecting their 
health information, and when discussing their treatment on an ongoing basis. 

6.2.2 Use and disclosure of information with consent 

DDHS staff can use or disclose a client’s health information for a purpose other than providing health 
services where the client has provided consent. 

When seeking consent to disclose information, DDHS staff should be specific about who they seek to 
provide the information to, what information they seek to release and how the information will be 
used. For further information on obtaining valid consent, refer to CS002 Informed Consent Policy. 

Where a client requests access to their health information, DDHS must provide access unless legal 
exceptions apply. Some exceptions include where: 

• DDHS reasonably believes that giving the information would pose a serious threat to the 
life, health or safety of an individual or to the public health or public safety. 

• DDHS believes that giving access would have an unreasonable impact on the privacy of 
other individuals. 

• Providing access would prejudice an investigation of possible unlawful activity. 

If staff believe an exception might apply, they should discuss this with the Head of Clinical 
Governance. Where an exception exists, staff can choose to deny access to all or part of the 
information by redacting the relevant parts. Staff should provide the client with a written 
explanation of their reasons for redacting the information. 

Where a party is requesting information on behalf of a client (for example, the client’s lawyer or 
their new health service), the party requesting the file must have the written and current consent of 
the client. The consent must cover the scope of the information being requested. 

Where a client requests for the transfer of their medical records, DDHS will retain the original record 
and provide the new health service with a summary or a copy for medico-legal reasons. A copy of 
the summary must be kept on file as a record. If a DDHS staff member requires a copy or summary 
of a health record of a client from a previous practice, written client consent must be provided to 
the former practice. 
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6.3 MANDATORY DISCLOSURE OF INFORMATION 

In some circumstances, the law may require DDHS and/or its staff to release a client’s information 
whether or not the client consents. Where this happens, DDHS must only release the information 
that is legally necessary. 

It is best practice to inform the client that their information will be released under a legal obligation. 
The staff member should note that they are informing the client by way of courtesy, and not in order 
to obtain their consent. 

Detailed below are some non-exhaustive examples of where DDHS or staff may be obligated to 
release client information without their consent. However, there are exceptions to each 
requirement for compulsory disclosures, which mean that DDHS may not be obliged to comply. 
Where staff are legally obligated to release information, they should consult with the Head of 
Clinical Governance. 

6.3.1 Mandatory reporting 

In some circumstances, a person’s legal obligation to report certain information overrides privacy 
and confidentiality considerations. These include: 

• Mandatory reports of harm, exploitation and sexual violence against a child under the Care 
and Protection of Children Act 2007 (NT). For further information on when and how to make 
a report, see ORG012 Child Safety and Wellbeing. 

• A client is diagnosed with or is suspected of having a notifiable disease. 

• The legal obligation to report domestic and family violence to the NT police.  

6.3.2 Other circumstances 

Some other circumstances where DDHS may be obliged to release client information without their 
consent include where: 

• DDHS is served with a subpoena or court order 

• A lawful request is made by an ‘information sharing authority’ under the Care and Protection 
of Children Act 2007 (NT) 

• Where the Children’s Commissioner requests information about a child or young person. 
 

6.4 MAINTAINING PRIVACY AND CONFIDENTIALITY 

DDHS staff have legal obligations to manage clients’ information in a way that respects their privacy 
and is consistent with how the client would expect their information to be used. The following 
processes ensure this is enforced in every area of DDHS’s operations. 

6.4.1 Staff privacy and confidentiality agreement 

DDHS staff are required to sign a DDHS Privacy and Confidentiality Agreement when commencing 
employment. This agreement specifies the importance of maintaining confidentiality of client 
information and that breaches of privacy and/or confidentiality may result in disciplinary action, 
including termination of employment. 
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6.4.2 Client records 

Personal health information and clinical client records are securely stored and protected from 
unauthorised access using DDHS’s Communicare software. Staff must only access and use clinical 
client records for the provision of primary health services. 

DDHS ensures that consultation notes are kept confidential in the following ways: 

• Staff are required to check that they are making an entry in the correct client’s file by 
confirming their identity using three identifiers. 

• Staff must maintain thorough and comprehensive notes of client communications and 
interactions, and reasons for being within the client’s file. 

• Staff must ensure that no notes are removed or pasted over after they have been made. 

Staff must ensure that others cannot see computer screens showing information about other 
individuals and that screensavers and other methods of protecting information are engaged. Access 
to computerised client information is strictly controlled with personal logins/passwords. Staff must 
not disclose passwords to unauthorised persons.  

In the event of computer failure, DDHS staff will use handwritten progress notes. These notes 
must/will then be entered into the clinical software when the computers come online and then 
shredded via the secure shredding bins.  

6.4.3 Emails and faxes 

DDHS does not transfer client information via email unless it is encrypted. Communication with 
clients via electronic means is conducted with appropriate regard to the privacy and confidentiality 
of the client’s health information. 

DDHS configures software so that the confidentiality and privilege notice is automatically added to 
each outgoing email. DDHS fax cover sheets are to be used when sending a fax correspondence. 
Electronic faxing ensures a log of transmission to ensure that the data has been received and is 
secured. 

Referrals to internal staff by email are not secure when using the address @ddhs.org.au. External 
email transmission is not secure unless identified as encrypted. 

6.4.4 Results, reports and clinical correspondence 

DDHS staff must ensure that any items for pathology couriers or other results and pickups are not 
left in public view, and that test results are communicated in a private and sensitive manner. DDHS’s 
incoming pathology results, diagnostic imaging reports, investigation reports and clinical 
correspondence is managed through the CS009 Managed Recall Policy, CS005 Continuity of Care 
Policy and CS008 Duty Doctor Policy. 

6.4.5 Privacy during consultations 

Clinicians must provide an environment that allows clients to feel safe to discuss information openly 
by maintaining a setting that provides visual and auditory privacy, particularly when discussing 
health issues and sensitive information. 

Staff should not enter a consultation room during a consultation without knocking or otherwise 
communicating with the practitioner. Staff that are not the client’s treating practitioner can only be 
present during consultations with the client’s consent. 
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6.5 RESEARCH, PROFESSIONAL DEVELOPMENT AND QUALITY IMPROVEMENT 

Clients are to be informed that DDHS undertakes research, professional development, and quality 
improvement activities from time to time to improve individual and community health care and 
practice management. 

6.5.1 Research 

When research projects are conducted in a clinic under the approval of an institutional Ethics 
Committee, staff must ensure that consent is properly obtained as specified in the research 
protocol. Consent forms must be approved by the relevant Ethics Committee and provided by the 
research body.  

Research should be non-invasive and conducted within culturally intelligible and acceptable frames 
of reference. It must not disrupt or upset the community and must be conducted only after approval 
by the DDHS CEO. 

Researchers should respect the parameters relating to Aboriginal knowledge and not publish 
material which violates Aboriginal Law, namely that which is regarded as sacred or exclusively 
women’s or men’s business. Issues of body parts and tissue are of particularly sensitive nature to 
many Aboriginal people.  

Research that involves DDHS clients wherever possible should ensure that client data is de-identified 
and aggregated. Where this is not possible, DDHS ensures: 

• The client provides explicit written consent 

• The client receives a written and verbal explanation about the research 

• The client can withdraw their consent at any time 

• The project is approved by a relevant Human Research Ethics Committee established under 
the National Health and Medical Research Council guidelines 

• Privacy laws are followed and the responsible clinician ensures that any external researchers 
are also under an explicit written obligation of confidentiality with appropriate penalties for 
disclosure. 

DDHS will retain a record of the request for participation in any research project, including the 
research protocol, consent and withdrawal procedures and process for resolving problems with the 
research involved. 

6.5.2 Quality Improvement 

Where information is used to monitor, evaluate or improve DDHS service delivery, ethics approval is 
not required. When client data is used, data will be de-identified and aggregated in order to protect 
the privacy and confidentiality rights of the client.  

If quality improvement activities are in collaboration with an external provider, a written agreement 
must be documented and recorded to ensure the external provider’s strict adherence to agreed 
protocols and processes, and an explicit written obligation of confidentiality with appropriate 
penalties for disclosure. 

 


